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This guidance describes what action 
is needed for an organisation to be effective 
in countering fraud and corruption. It is 
intended to provide support to organisations 
and individuals in all sectors of the economy. 

The guidance is shaped in accordance with 
best practice and, therefore, addresses 
the following crucial areas:

• The key elements of a proper 
strategic approach

• The accurate identification of risks

• The creation and maintenance 
of a strong structure

• The range of action needed 
to tackle the problem

• The definition of success

This is the first time that such guidance 
has been issued and it is deliberately framed
as a series of questions so that answers 
can be developed which meet the specific 
circumstances of each organisation or sector. 
Affirmative answers would tend to indicate 
the existence of appropriate arrangements. 
If no answers can be provided then more 
work may be needed to address the issues 
concerned. 

Addressing each area of the guidance and 
using the common ‘language’ of countering 
fraud which is provided by common 
professional, accredited training,
organisations can ensure they adopt a 
comprehensive, professional and integrated 
approach to combating fraud.

This guidance was developed by the CIPFA 
Better Governance Forum Counter Fraud 
Advisory Panel. It was then enhanced following 
wide consultation including: 

• Government Departments

• Local Authorities

• The NHS Counter Fraud and Security 
Management Service

• Police, Fire, Housing Associations

• The Audit Commission

• The National Anti-Fraud Network 

• The Institute of Counter Fraud Specialists

The CIPFA Audit Panel endorses this guidance.
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“This guidance should be at the heart of any
counter-fraud strategy.”

Peter Dorrington, Head of Fraud Solutions, 
SAS UK and Ireland

“A robust, holistic and professional lead has to be taken
to ensure new levels of probity, efficiency and honesty.”

Jim Gee, Managing Director, NHS Counter Fraud 
and Security Management Service

“The Audit Commission believes that the risks of fraud
and the damaging financial, reputational and
operational consequences that can flow from fraud 
are such that they demand a corporate response.”

Steve Bundred, Chief Executive, 
The Audit Commission
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Key elements 
of a strategic approach

1.1 Does the organisation have a counter fraud 
and corruption strategy that can be clearly linked
to the organisation’s overall strategic objectives?

1.2 Is there a clear remit to reduce losses to fraud
and corruption to an absolute minimum covering
all areas of fraud and corruption affecting the
organisation?

1.3 Are there effective links between ‘policy’ work 
(to develop an anti-fraud and corruption 
and ‘zero tolerance’ culture, create a strong
deterrent effect and prevent fraud and corruption
by designing and redesigning policies and
systems) and ‘operational’ work (to detect and
investigate fraud and corruption and seek 
to apply sanctions and recover losses where 
it is found)?

1.4 Is the full range of integrated action being taken
forward or does the organisation ‘pick and
choose’?

1.5 Does the organisation focus on outcomes 
(i.e. reduced losses) and not just activity (i.e. the
number of investigations, prosecutions, etc.)?

1.6 Has the strategy been directly agreed by those
with political and executive authority 
for the organisation?

Measuring fraud 
and corruption losses

2.1 Are fraud and corruption risks considered as part
of the organisation’s strategic risk management
arrangements?

2.2 Is the organisation seeking to identify accurately
the nature and scale of losses to fraud and
corruption, using a:

• proper definition of fraud based in civil law 
for making accurate estimates?

• professional statistical methodology 
for making accurate estimates and building 
in a proper level of independent validation?

2.3 Does the organisation use accurate estimates 
of losses to make informed judgements about
levels of budgetary investment in work to counter
fraud and corruption?
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Having the necessary authority 
and support

3.1 Do those tasked with countering fraud and
corruption have the appropriate authority needed
to pursue their remit effectively, linked 
to the organisation’s counter fraud 
and corruption strategy?

3.2 Is there strong political and executive support 
for work to counter fraud and corruption?

3.3 Is there a level of financial investment in work 
to counter fraud and corruption that is
proportionate to the risk that has been identified?

Specialist training and 
accreditation

3.4 Are all those working to counter fraud and
corruption professionally trained and accredited
for their role?

3.5 Do those employees who are trained and
accredited formally review their skills base and
attend regular refresher courses to ensure they
are abreast of new developments and legislation?

3.6 Are all those working to counter fraud and
corruption undertaking this work in accordance
with a clear ethical framework and standards 
of personal conduct?

Propriety checks

3.7 Is an effective propriety checking process -
implemented by appropriately trained staff 
- in place that includes appropriate action where
individuals fail the check?

3.8 Does the organisation regularly review 
its propriety checking and are random checks
carried out to ensure that it is implemented?

Developing effective relationships with 
other organisations

3.9 Are there framework agreements in place 
to work with other organisations and agencies?

3.10 Are the framework agreements focussed 
on the practicalities of common work?

3.11 Are there regular meetings to implement 
and update these agreements?

3.0
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Taking the full range of action 
and integrating different strands
4.1 Is the organisation undertaking the full range 

of necessary action (see also 1.3)?

Culture, deterrence
and prevention framework

Culture
4.2 Does the organisation have a clear programme 

of work attempting to create a real anti-fraud 
and corruption and zero tolerance culture
(including strong arrangements to facilitate
whistleblowing)?

4.3 Are there clear goals for this work (to maximise
the percentage of staff and public who recognise
their responsibilities to protect the organisation
and its resources)?

4.4 Is this programme of work being effectively
implemented?

4.5 Are there arrangements in place to evaluate the
extent to which a real anti-fraud and corruption
culture exists or is developing throughout the
organisation?

4.6 Are agreements in place with stakeholder
representatives to work together to counter fraud
and corruption?

4.7 Have arrangements been made to ensure that
stakeholder representatives benefit from
successful counter fraud and corruption work? 

4.0

Deterrence
4.8 Does the organisation have a clear programme 

of work attempting to create a strong deterrent
effect?

4.9 Does the organisation have a clear programme 
of work to publicise the:

• hostility of the honest majority to fraud 
and corruption;

• effectiveness of preventative arrangements;

• sophistication of arrangements to detect fraud
and corruption;

• professionalism of those investigating fraud 
and corruption and their ability to uncover 
evidence;

• likelihood of proportionate sanctions being 
applied; and 

• likelihood of losses being recovered?

4.10 Has the organisation successfully publicised
work in this area?

4.11 Has the publicity been targeted at the areas 
of greatest fraud losses?
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Prevention
4.12 Does the organisation seek to design fraud 

and corruption out of new policies and systems
and to revise existing ones to remove apparent
weaknesses?

4.13 Do concluding reports on investigations include 
a specific section on identified policy and systems
weaknesses that allowed the fraud 
and corruption to take place? 

4.14 Is there a system for considering and prioritising
action to remove these identified weaknesses? 

Detection
4.15 Are there effective ‘whistleblowing’

arrangements in place?

4.16 Are analytical intelligence techniques used 
to identify potential fraud and corruption?

4.17 Are there effective arrangements for collating,
sharing and analysing intelligence?

4.18 Are there arrangements in place to ensure that
suspected cases of fraud or corruption 
are reported promptly to the appropriate person
for further investigation?

4.19 Are arrangements in place to ensure that
identified potential cases are promptly 
and appropriately investigated?

4.20 Are proactive exercises undertaken in key areas
of fraud risk or known systems weaknesses?

Investigation
4.20 Is the organisation’s investigation work effective?

4.21 Is it carried out in accordance with clear
guidance?

4.22 Do those undertaking investigations have the
necessary powers, both in law, where necessary,
and within the organisation?

4.23 Are referrals handled and investigations
undertaken in a timely manner?

4.24 Does the organisation have arrangements 
in place for assessing the effectiveness 
of investigations?

Sanctions
4.25 Does the organisation have a clear and consistent

policy on the application of sanctions where fraud
or corruption is proven to be present?

4.26 Are all possible sanctions - disciplinary 
/ regulatory, civil and criminal - considered?

4.27 Does the consideration of appropriate sanctions
take place at the end of the investigation when 
all the evidence is available?

4.28 Does the organisation monitor the extent to
which the application of sanctions is successful?



“The on-going battle against fraud and corruption 
can only be won if organisations have in place robust
strategies and frameworks. Taking actions 
to proactively stop fraud occurring in the first place 
is a far better remedy than merely managing the risk. 
The step-by-step actions identified in this invaluable
guide will go a long way to helping organisations
achieve this.” 

Steve Freer, Chief Executive, CIPFA
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Redress
4.29 Does the organisation have a clear policy 

on the recovery of losses incurred to fraud 
and corruption?

4.30 Is the organisation effective in recovering 
any losses incurred to fraud and corruption?

4.31 Does the organisation use the criminal and civil
law to the full in recovering losses?

4.32 Does the organisation monitor proceedings 
for the recovery of losses?

4.33 What is the organisation’s successful recovery
rate?

Focusing on outcomes and 
not merely activity

5.1 Are there clear outcomes described for work 
to counter fraud and corruption?

5.2 Do the desired outcomes relate to the actual
sums lost to fraud and corruption?

5.0



SAS is proud to support the 
CIPFA Better Governance Forum

The CIPFA Better Governance Forum
Counter Fraud Advisory Panel 
has the following members:

Neil Billing
NHS Scotland Counter Fraud Services 

Cajetan Chukwulozie
Bedfordshire County Council

Derek Elliott
The Audit Commission

Richard Fennelly
HM Treasury

Allen Gales
Independent member

Jim Gee
NHS Counter Fraud and Security Management
Service

Tarique Ghaffur
The Metropolitan Police Service

Greg Marks 
CIPFA

Sandra Moss
CIPFA

Paul Tiffen
Institute of Counter Fraud Specialists

Rachael Tiffen
London Borough of Waltham Forest

Martin Veale
National Assembly for Wales

Jim Wilkinson
Birmingham City Council

The Chartered Institute of Public Finance
and Accountancy particularly wishes 
to thank the following people for their
contribution to this guide:

Derek Elliott
Head of Good Conduct and Counter Fraud
Network, The Audit Commission 

Jim Gee 
Chair, CIPFA Better Governance Forum, 
Counter Fraud Advisory Panel

Greg Marks
Senior Governance Manager,
CIPFA Better Governance Forum

Paul Tiffen
Vice Chairman,
Institute of Counter Fraud Specialists

Rachael Tiffen
Chief Internal Auditor and Anti-Fraud Manager,
London Borough of Waltham Forest

For further information regarding this 
and any other anti-fraud initiatives 
or guidance please contact: 

Greg Marks
CIPFA Senior Governance Manager

T 020 8667 1144
F 020 8667 8058

cipfanetworks@ipf.co.uk
www.ipf.com

IPF is a company owned by the Chartered Institute 
of Public Finance and Accountancy

Registered Office: 3 Robert Street, London, WC2N 6RL                               
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The CIPFA BGF Counter Fraud 
Advisory Panel is developing further
guidance to support this framework,
including workshops to gain practitioner
input, good practice examples, training,
independent assessment and advice.


